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Today’s Agenda

• Part I – 9:00-10:15
• Introduction
• FIPPS for Texas Public Sector Entities
• Preparing Website Privacy Notices

• Break – 10:15-10:30

• Part II – 10:30-11:45
• Data Breach Response and Notifications
• Privacy Officer Roundtable
• Privacy Resources and Networking Opportunities 
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Fair Information Practice 
Principles (FIPPs)



How were the FIPPs developed? 
• In 1973, the Department of Health, Education, and Welfare 

Advisory Committee issued a report identifying Fair 
Information Practice Principles (FIPPs). That report 
articulated ideals for the way governments process the 
personal information they maintain about constituents.

• Those FIPPS have evolved and have been incorporated in 
varying degrees into federal and U.S. state laws as well as 
the policies of many private organizations around the world. 

• Numerous other organizations have created their own FIPPs 
to guide their organizations privacy program. 

Some Historical Background



Overview of Common FIPPs



Governmental bodies should be transparent about 
how they collect, use, maintain, and share the 
personal information they possess about their 
constituents. 

• Provide clear and accessible privacy notices.
• Make privacy notices easy to read. 
• Keep privacy notices up to date.
• Notify constituents of any material changes to privacy 

practices.

Transparency



Governments should, to the extent practicable, seek 
individual consent for the creation, collection, use, or 
sharing of PII. Governments should also establish 
procedures to receive and address individuals’ 
privacy-related complaints and inquiries.

• Designate a resource that constituents may reach out to if they 
have privacy questions or concerns and identify that resource 
in the privacy notice.

Individual Participation



Governments should provide notice of the specific 
purpose for which PII is collected and should only use, 
process, maintain, and share PII for a purpose that is 
explained in the notice, is compatible with the 
purpose for which the PII was collected, or that is 
otherwise legally authorized.

• Identify within the privacy notice the purposes for using the 
personal information collected.

• Ensure policies and procedures exist to prevent using 
information beyond the purposes specified when the 
information was collected. 

Purpose Specification 
and Use Limitation



Governmental bodies should only collect, use, 
process, maintain, and share PII that is directly 
relevant and necessary to accomplish an authorized 
purpose. Governmental bodies should only maintain 
PII for as long as is necessary to accomplish the 
purpose.

• Before collecting any PII, consider what information is 
necessary to perform the service or function and do not collect 
anything beyond what is necessary. 

• Consider whether records retention schedules are consistent 
with the organization’s need to retain personal information 
and adjust if needed

• Follow records retention schedules to ensure that PII is deleted 
or destroyed when the schedule allows. 

Minimization



Governmental bodies should collect, use, maintain, 
and share PII with such accuracy, relevance, timeliness, 
and completeness as is reasonably necessary to 
ensure fairness to the individual.

• Consider implementing processes to ensure the ongoing 
accuracy of data and only process data known to be accurate.

Quality and Integrity



Governmental bodies should provide individuals with 
appropriate access to their personal identifying 
information and appropriate opportunity to correct or 
amend their PII. 

• Open records laws generally require governmental entities to 
provide access unless an exemption applies.

• Establish clear, simple procedures for individuals to access their 
PII and to correct it if needed.

Access and Amendment



Governmental bodies should be accountable for 
complying with applicable privacy requirements, and 
should appropriately monitor, audit, and document 
compliance. 

• Establish procedures to monitor compliance with privacy 
policies. 

• Review access controls to ensure only those with a need to 
access PII are able to do so.

Governmental bodies should also define the roles and 
responsibilities with respect to PII for all employees 
and contractors and should provide appropriate 
training to those with access to PII.

Accountability 



Governmental bodies should establish 
administrative, technical, and physical safeguards 
to protect personal information. 

• Coordinate with the Information Security Officer to ensure 
that adequate security controls are placed on systems that 
contain PII.

• Ensure that only those employees and contractors who 
need access to PII have it.

Security



Governmental bodies should only collect, use, 
maintain, or share PII if they have authority to do so, 
and should identify this authority in the appropriate 
notice.

• Review the data the organization collects and determine what 
authority (if any) exists for collecting it. 

• Consider revising data collection practices if authority to 
collect specific data is not clear. 

Authority



How Texas 
Incorporates the FIPPs



The Texas Data Privacy and Security Act Applies FIPPs 
to Certain Texas Businesses in the Private Sector

Access and Correction

Individual Participation, including Deletion 
and Opt-Out

Minimization

Security Controls

Transparency 

Purpose Specification & Use Limitation

Accountability

HB 4 “does not apply to…a 
state agency or a political 
subdivision of this state.”



The Texas Medical Records Privacy Act Applies FIPPs 
to Covered Entities Possessing Protected Health 
Information 
Access and Correction
Individual Participation
Purpose Specification & Use Limitation
Transparency 
Accountability

Governmental bodies may 
qualify as covered entities 
under the TMRPA if they 

possess, process, or obtain 
protected health information.



Privacy Notices – 
Texas Government Code § 559.003(b)

• State governmental bodies that collect information about an 
individual must post a privacy notice on their Internet site that 
explains what information is being collected, including what 
information is being collected by means that are not obvious. 

Transparency



Review of Data Collection Practices – 
Texas Government Code § 2054.112

• When delivering services through the Internet, state 
governmental bodies shall review their data collection policies 
and determine if the personal information collected about 
individuals is necessary. State governmental bodies shall 
eliminate any unnecessary collection of information. 

Minimization



Right of Access – 
Texas Government Code § 559.002, .003

• An individual is entitled to be informed about information that 
a state governmental body collects about the individual unless 
the state governmental body is allowed to withhold the 
information from the individual under the Public Information 
Act. The individual is entitled to receive and review the 
information.

Right to Correction – 
Texas Government Code § 559.004

• A state governmental body must establish a procedure for 
individuals to have the governmental body amend incorrect 
information about the individual that the government 
possesses.

Access and Amendment



Employee Data Use Agreements – 
Texas Government Code § 2054.135

• State governmental bodies shall develop a data use agreement 
for employees of the agency who handle sensitive information, 
including financial, medical, personnel, or student data. 
Employees handling sensitive information must sign the 
agreement and receive appropriate training about the 
organization’s related policies and procedures. The agreement 
should outline the employees’ responsibilities related to the 
secure handling of sensitive data.  

Accountability 



Information Security Plans – 
Texas Government Code § 2054.133

• State governmental bodies shall develop, and periodically 
update, an information security plan for protecting the security 
of the agency's information. 

Security Controls for State Agency Data – 
Texas Government Code § 2054.138

• State governmental bodies shall include provisions in contracts 
with vendors that require the vendors to meet the security 
controls the agency determines are proportionate with the 
agency's risk under the contract based on the sensitivity of the 
agency's data. 

Security
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Drafting Website Privacy Notices 

Meghan Frkuska
Chief Privacy Officer, Texas Department of Public Safety

Jennie Hoelscher
DIR Privacy Officer & Assistant General Counsel



Privacy “Notices” vs. Privacy “Policies”

Privacy Notice 
An external-facing document 

that explains to constituents how an 
agency collects, uses, shares and 
manages personal information.

Privacy Policy
An internal-facing document 

outlining an agency’s procedures for 
how employees protect and manage 

personal information. 



Why Are Privacy Notices Important? 

Required by law

Gives constituents a clear picture about how 
their personal data is collected and used

Establishes trust among our constituents 



Roadmap 
Steps to Creating a Website Privacy Notice
• Determine the PII collected by the organization (factual due diligence);
• Determine privacy laws applicable to organization’s data (legal due diligence);
• Draft the policy
• Confer with the data controllers to ensure accuracy;
• Publish policy; and
• Regularly review and update policy.

Regular Review of the Policy and Updating as 
Needed

Consequences for Noncompliance



Determine the 
PII Collected



What authority does your organization have to collect 
data? 

What personal information does the organization 
collect?

How is it collected?

What is the purpose for its collection?

Is personal information shared outside the governmental 
body? If so, with whom? Is it sold?

How is the personal information secured and protected?

What You Need to Know



What Personal Information Is Your Governmental 
Body Collecting About Constituents?
• Coordinate with your Data Management Officer, 

IT Department, and individual teams to obtain a 
clear picture of the data within the organization.

• Determining what PII is collected may require 
involvement from all business teams within the 
organization.

• Teamwork makes the dream work, the dream 
here being transparency about your 
organization’s collection and use of personal 
information. 



Determine 
Applicable Laws 
and Regulations



State Government Privacy Policies
Texas Government Code, chapter 559
State governmental bodies that collect information 
about individuals online must:

• Post a privacy notice on their website.
• Identify the information collected through the site about 

the individual.
• Identify the information collected about the computer 

network location or identity of a user of the site, including 
what information is being collected by means that are not 
obvious.

• Provide individuals access to review their personal 
information. 

• Provide a simple, no-cost procedure to correct personal 
information about the individual.



Texas Administrative Code 206.52

• Each state agency must publish a privacy notice 
on its home page and all key public entry points 
or its site policies page.

• The privacy notice must describe the practices 
employed by the state agency to protect personal 
identifying information and be consistent with the 
State Website Linking and Privacy Policy 
published on DIR’s website.

• Any web-based form on a state agency's website 
that requests information from the public must 
have a link to the state agency's website privacy 
notice.



Some laws require specified privacy notices for certain 
types of governmental units or certain types of data:

• Municipally-owned utilities that collect social security numbers
• Texas Fusion Center (law enforcement repository for Homeland 

Security information)
• Entities collecting or biometric identifiers in certain instances

Confer with legal counsel to ensure the privacy notice 
includes all applicable requirements and notices.

Sector Specific State Laws Requiring 
Privacy Notices in Certain Instances



Restrictions on Use of Individual-Identifying Information
Texas Government Code, chapter 2062

A state agency may not collect, retain, or 
disseminate biometric identifiers without 
the individual’s express written or 
electronic consent.

Biometric identifiers include retina or iris 
scans, fingerprints, voiceprints, or records 
of hand or face geometry.



Federal Laws and Regulations Requiring Privacy 
Notices for Certain Market Sectors 

HIPAA – Health Insurance Portability and Accountability Act

FERPA – Family Educational Rights and Privacy Act

GLBA – Gramm-Leach Bliley Act 



Other Possible Sources of Law
Ordinances Governing Municipalities or Counties 

• Some municipalities have adopted ordinances governing how a city collects 
and processes data and what notice is required before doing so.

General Data Protection Regulation (GDPR) – 
European Union privacy law

• If your governmental body processes personal identifying information of 
residents of the EU, consult with your legal counsel about the requirements of 
the GDPR that may be applicable to the organization.

Children’s Online Privacy Protection Act (COPPA)
• If your governmental body collects personal identifying information from 

children under age 13, consult with your legal counsel about COPPA 
requirements that may be applicable to the organization.



NIST Privacy Framework



NIST 800-53



Draft the Privacy Notice



What to Include in a Privacy Notice
The content of a privacy notice will depend on the specific personal information 
an organization collects, how it uses that information, and the relevant laws 
applicable to the organization.  Items to consider including in a notice are:

• Types of personal information collected

• How personal data is used and shared

• Where personal data is stored and  for how long

• How personal data is protected

• Procedures for accessing and amending personal 
information

• Intersection of privacy practices with the Public 
Information Act

• Contact information for questions or complaints

• Right to withdraw consent (if applicable)

• Disclaimer for links to other websites

• Effective date or date of most recent update



Keep it simple.

Avoid legalese.

Break up the content into sections.

Use headers and bullet points. 

Use layers if the content is lengthy.

Best Practices for Drafting 
a Privacy Notice



Consider a Layered Privacy 
Notice if Content is Lengthy

We have taken steps to safeguard our data and prevent 
unauthorized access to information maintained by us. 

These measures are designed to prevent corruption of 
data, block unknown or unauthorized access to our 
systems and information, and to provide reasonable 
protection of information in our possession.

+ What information do we collect from you? 

+ Why do we collect this information?

 - How do we protect this information? 



Privacy Notice Templates 

HIPAA
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/model-notices-privacy-practices/index.html

FERPA
https://studentprivacy.ed.gov/annual-notices

GLBA
https://www.sec.gov/files/rules/final/2009/34-61003_modelprivacyform.pdf 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/model-notices-privacy-practices/index.html
https://studentprivacy.ed.gov/annual-notices
https://www.sec.gov/files/rules/final/2009/34-61003_modelprivacyform.pdf


Confer With Business 
Owners To Ensure 

Accuracy



Publish Privacy Notice



Possible Methods to Notify: 
• Include an Update Clause in the Privacy Notice
• Send an email updating constituents about the changes to the 

privacy policy. 
• Use a pop-up notice on the website.

Notify Constituents of 
Any Material Changes?

Different laws have varying requirements about 
when entities must notify their users about material 
changes to the privacy notices.  

Consult your legal counsel to determine which 
notification requirements apply to your organization. 



Post a Link to the Privacy Notice 
on the Home Page of the Website

State agencies must post a 
privacy notice on their home 
page and must also include a 
link to the privacy notice on any 
web-based form that collects 
personal information.



Review and Update 
Notice Regularly



Business practices change over time. 
• An organization may find a need to collect additional personal 

information to better effectuate a government service or more 
securely protect its IT systems. 

Anytime any organization changes the personal 
information that it collects, how it uses or shares that 
information, or how it protects it, the privacy notice 
must be reviewed and updated. 

Change Is Inevitable

October 2, 2023  |  51



Consequences for 
Not Complying with 

Privacy Notices



Legal Action by Entities with Jurisdiction to Enforce 
Privacy Laws 

• The FTC and DOJ have brought actions against governmental 
bodies whose actual data collection and use practices are 
contrary to the privacy notice posted on the governmental 
body’s website. 

Reputational Harm
• If governments handle data contrary to the promises made in 

a privacy notice, constitutes may be reluctant to continue 
doing business with those entities, or at least reluctant to do 
business online. 

What Are the Consequences For Failing 
To Comply With Privacy Notice Laws? 
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DIR Privacy Officer & Assistant General Counsel



Data Breaches Happen

547

Data breaches 
reported to the 

Texas Office of the 
Attorney General 

during the past year 
(9/9/22 – 9/8/23)

Data breaches 
reported across the 
United States during 
2022, as reported by 

the Identity Theft 
Resource Center

1,802



Numerous Laws Govern Data Breach Notifications

Every state in the U.S. has its own data 
breach notification statute. Most are similar, 
but differences exist between the state laws. 

https://iapp.org/resources/article/state-data-breach-notification-chart/

HIPAA requires covered entities to 
notify impacted individuals following 
the release of the unsecured 
protected health information. 

Certain market sectors have additional 
federal breach notification requirements 
that vary by applicable law. For example:

Publication 1075 requires 
governmental entities to notify 
taxpayers when their federal tax 
information is subject to 
unauthorized access or disclosure. 



The Texas Data Breach Notification Law
The “Texas Identity Theft Enforcement and 
Protection Act,” chapter 521 of the Business 
and Commerce Code 

• The Act requires businesses operating in Texas to 
protect the sensitive personal information they 
collect and maintain from unlawful use or disclosure.

• If a breach occurs that results in the unauthorized 
acquisition of that sensitive personal information, 
businesses must notify the individuals whose 
personal information was acquired. 



Also Applicable to Governmental Bodies
Texas Government Code § 2054.603

• State agencies and local governments that 
own, license, or maintain computerized data 
that includes sensitive personal information 
must comply with the notification requirements 
of Section 521.053, Business & Commerce 
Code, to the same extent as a person who 
conducts business in this state.



Has the individual notification 
requirement been triggered? 

What does the notification need to include? 

What is the deadline for sending notification? 

How should the notification be sent? 

Do we need to report the breach to 
other governmental entities? 

Questions To Answer During a Breach



Has the Notification 
Requirement Been 

Triggered?



The Act defines SPI as a first name or first initial and 
last name in combination with any one or more of the 
following items, if the name and the items are not 
encrypted:
i. social security number;
ii. driver's license number or government-issued identification 

number; or
iii. account number or credit or debit card number in combination 

with any required security code, access code, or password that 
would permit access to an individual's financial account.

Does the Incident Involve 
Sensitive Personal Information (SPI)?



SPI also includes information that 
identifies an individual and relates to: 

i. the physical or mental health or condition of the individual;
ii. the provision of health care to the individual; or
iii. payment for the provision of health care to the individual.

Health-Related Sensitive 
Personal Information



Other states define SPI differently.
Some states include consider additional information to 
be SPI, such as: 

• biometric data, 
• home address, 
• telephone number, 
• place of employment, 
• employee identification number, or
• mother’s maiden name.

Differing Definitions of 
Sensitive Personal Information

If the data of a resident of another state is compromised, 
review the resident’s state data breach reporting law to 
determine whether additional notification is required. 



Is There a Breach of System Security?
A “breach of system security” is the unauthorized acquisition 
of computerized data that compromises the security, 
confidentiality, or integrity of sensitive personal information 
maintained by a person, including data that is encrypted 
if the person accessing the data has the key required to 
decrypt the data. 

Work with your IT Department and/or relevant contractors 
or vendors to determine the nature of the breach and 
whether sensitive personal information was accessed.

Elements required for a breach under the Act:
• Computerized data 
• Reasonable belief that SPI was acquired by a person not authorized
• Compromises the security, confidentiality, or integrity of SPI



What Should The 
Notification to Impacted 

Individuals Include?



Minimal Content Requirements Under Texas’ Law

A governmental body 
“shall disclose any breach 

of system security…”



Other States Require More Detail



HIPAA Notification 
Content Requirements
• A brief description of the breach.
• A description of the types of information involved in 

the breach.
• The steps affected individuals should take 

to protect themselves from potential harm.
• A brief description of what the covered entity is doing 

to investigate the breach, mitigate the harm, and 
prevent further breaches.

• Contact information for the covered entity 
(or business associate, as applicable).



Publication 1075 Notification 
Content Requirements

• The date of the unauthorized inspection or disclosure of 
federal tax information 

• The rights of the taxpayer under IRC § 7431A 



A Template for Data Breach Notification Letters

https://dir.texas.gov/resource-library-item/texas-dir-incident-response-team-redbook-template



The law does not specify who signs and sends the 
letter. Making this decision can take time and delay 

the notification process. Governmental bodies should 
consider this question in advance – before a breach 
occurs – to avoid delay in the notification process.

Who Signs The Breach Notification 
Letter Sent To Impacted Individuals?
• Elected or appointed official or Executive Director or 

administrative leader?
• Privacy Officer? 
• Head of the department directly responsible for the 

breached system?
• Head of IT?



By When Must The 
Notice To Impacted 
Individuals Be Sent?



Without unreasonable delay.

Not later than 60 days after the governmental 
body determines that the breach occurred. 

• OAG notification, when required, must be sent within 30 days. 
Governmental bodies may want to provide earlier individual 
notice in those instances.

Exceptions to the 60-day deadline:
• Law enforcement requests a delay to avoid impeding a 

criminal investigation.
• The governmental body needs more time to “determine 

the scope of the breach and restore the reasonable integrity 
of the data system.”

Timing of Individual Notification



When Did the Governmental Body 
“Determine That the Breach Occurred?” 

A security incident occurs 
involving the unauthorized 
access of sensitive personal 

information.

Governmental body receives 
information about a possible 

security incident.

Governmental body confirms 
an unauthorized user 

accessed SPI.



How Should The 
Notice Be Sent? 



Generally Speaking, First Class Mail

Written notice at the last known 
address of the individual.

Electronic notice, if the individual has 
consented pursuant to federal law.

If the cost would exceed $250,000, 
the number of affected exceeds 500,000, 
or insufficient contact information exists:

• Email
• Conspicuous posting on website
• Notification through major statewide media



The law allows a governmental body who maintains 
its “own notification procedures as part of an 
information security policy for the treatment of 
sensitive personal information that complies with the 
timing requirements for notice under this section 
complies with this section if the person notifies 
affected persons in accordance with that policy.”

Or Follow Your Own Policy

Should you consider an information 
security policy that establishes notification 
procedures for your governmental body? 



What Other Entities 
Must Be Notified, 

and By When? 



Reporting to DIR

Within 48 hours of the discovery of 
the security incident, notify the 
Department of Information Resources.

Notification occurs through 
SPECTRIM, the Statewide Portal for 
Enterprise Cybersecurity Threat, Risk, 
and Incident Management.

https://dir.texas.gov/information-security/cybersecurity-incident-management-and-reporting/sb-271-security-incident



Reporting to the Office of the Attorney General

Governmental bodies must notify the 
Office of the Attorney General if they 
determine that a breach involves at 
least 250 residents of this state.

Notification is required as soon as 
practicable and not later than 30 days 
after the date the governmental body 
determined that the breach occurred. 

https://www.texasattorneygeneral.gov/consumer-protection/data-breach-reporting



OAG Posting of Data Breach Reports
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage



If a governmental body is required to notify more than 
10,000 persons of a breach, the governmental body 
must notify nationwide consumer reporting agencies.  

Reporting to Consumer Reporting 
Agencies



Sector-specific laws require reporting to other 
governmental entities in certain circumstances.  
Examples include: 

• HIPAA requires notification to the Secretary of Health and 
Human Services in certain instances.

• If election data is disclosed, state law requires notification to 
the Texas Secretary of State.

• Publication 1075 requires notification to the Treasury Inspector 
General for Tax Administration in certain circumstances when 
federal tax information is disclosed. 

Reporting Required Under 
Sector-Specific Laws



No entity is immune from 
the risk of a data breach. 

Governmental bodies must prepare 
to respond to an eventual data breach. 
Considering the notification procedures in 
advance will result in better outcomes and 
reduce stress when the inevitable occurs. 

Prior Preparation Prevents 
Poor Performance

And thank you to those entities who have experienced 
the data breach notification journey and are willing to 

share their knowledge to help light the way.
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Questions? 

Jennie Hoelscher
DIR Privacy Officer
Jennie.Hoelscher@dir.texas.gov 



Privacy Officer Panel

Meghan Frkuska
Chief Privacy Officer
Texas Department of Public Safety

Emilie Schulz 
Data Privacy Officer
Texas Department of Transportation



Privacy Resources 
and Networking 
Opportunities



International Association of Privacy 
Professionals (IAPP)

• A nonprofit organization devoted to providing a 
forum for privacy professionals to share best practices, 
track trends, and provide education and guidance on 
the field of information privacy. 

• Government Membership is $100 annually. 

• https://iapp.org/



IAPP Resources 



IAPP Certification Programs



Government Technology
A magazine published by e.Republic, a research 
company focused on public sector innovation.

• Webinars

• Articles on privacy 
current events 

https://www.govtech.com/tag/privacy



Innovate-us 

https://innovate-us.org/



Interested in joining our network of state privacy 
professionals?  Ask questions, learn from other agency 
privacy leaders, and share your privacy practices 
among a supportive group of privacy pros.  

 To join our privacy network, send your name, 
title, agency, and email address to:

 Jennie.Hoelscher@dir.texas.gov 

Connect with Texas Public Sector 
Privacy Professionals 
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